
Buckinghamshire County Council 
Visit democracy.buckscc.gov.uk for councillor 

information and email alerts for local meetings 

 

 

Regulatory and Audit Committee 
 
Title: SAP Roles (Internal Controls) 

Date: Wednesday 6th September 2017 

Author: Richard Ambrose, Director of Finance & Assets 

Contact officer: Matt Strevens, Corporate Finance Business Partner (ext. 
3181) 

Local members affected:  

For press enquiries concerning this report, please contact the media office on 01296 382444 
 
Summary 

As part of the report on the Statement of Accounts to the Committee in July 2017 the external 
auditors, Grant Thornton, reported an Internal Controls deficiency relating to SAP user rights 
and segregation of duties. The Committee requested an update on the actions arising from 
these findings, and the purpose of this account is to provide a full update to the Committee on 
those previously identified concerns.  

Whilst Grant Thornton reported their finding there were no significant concerns in relation to 
the accuracy of the statement of accounts as a result of the issues identified, however it was 
noted that these concerns had been raised previously, as the findings were minor and 
technical in nature. Grant Thornton also commented that they had not revisited their testing on 
these matters, since the previous year. 

 

Issues with SAP user controls and Segregation of Duties identified through audit 
2015/16 

During the course of their audit of the 2015/16 accounts Grant Thornton identified 12 concerns 
in relation to SAP user roles and segregation of duties. These concerns contained 9 yellow 
rated issues (Deficiency – risk of inconsequential misstatement) and 3 green rated issues. The 
audit opinion for these internal control risks was ‘Deficiency – risk of inconsequential 
misstatement)’. 

These issues were raised to the management of Technology Services, who are responsible for 
maintaining SAP roles and segregation of duties within the system, as part of the audit process 

Appendix 1 details the identified issues / concerns and the management responses from 
Technology Services in respect of the issues. 



 

Status of actions to address the deficiencies reported 

All management actions proposed to address the issues and concerns raised through the 
external audit process were completed during the financial year 2016/17. As identified within 
the management actions a number of policies have been revised or updated and a number of 
new checks and challenges to the allocation of roles have been added to existing processes to 
ensure that the concerns raised do not occur again. 

As identified in issue 2 of Appendix 1, SAP Governance Board has discussed options to 
purchase specialist software to allow us to check for role and segregation of duties conflicts 
ourselves. A software package has now been procured to deliver this functionality, and is 
currently in the process of implementation. This will allow us to proactively manage these 
issues and should result in a significant reduction or removal of the risk of such issues arising 
in the future. 

Whilst this software will identify potential role and segregation of duties conflicts, the varied 
and distributed nature of our business means that there may be circumstances where it is not 
practical for all conflicts to be removed within SAP. Where such circumstances are identified 
discussions with the business area concerned will be required to identify where potential 
process changes or compensating controls are required to mitigate any acceptable risks. 
These circumstances will be fully documented and agreed between the service concerned and 
Finance. 

 

 
Recommendation 
 
That the Committee accept the content of this report and recognise the work done to 
address both the issues previously raised and the work in place to mitigate these risks 
in the future 
 
 
 
Supporting information to include the following if a decision is being requested: 
 
N/A 
 
Resource implications 
 
The additional software has been purchased and will operate within existing resources on the 
basis that pro-active use will remove move expensive response activities in the future. 
 
There may be additional resources or changes to the deployment of current resources in order 
to mitigate any risks arising from circumstances where removal of role and segregation of 
duties issues cannot be addressed without negatively impact on business efficiency and 
effectiveness. This is unquantified a present but is unlikely to be significant. 
 
Legal implications 
 
None 
 
Other implications/issues 
 
None 
 
Feedback from consultation, Local Area Forums and Local Member views (if relevant) 



 
N/A 
 
 
 
Background Papers 
 
Appendix 1 – SAP roles and Segregation of duties issues, with management responses 
 
 


